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Privacy Policy

User By creating a User Account, the User agrees that SCANBOT Company may process the User's personal
data provided by the User, in such a manner and to such an extent as is necessary for the proper provision of
the SCANBOT Service to the User, for the duration of their account. The User also acknowledges that if they
publish personal data of third parties on the SCANBOT Portal via the SCANBOT Service, they must have the
consent of these third parties for such processing of personal data. If the User does not have the consent of
third parties to store their personal data on the SCANBOT Portal and publish it via the Service, the User is
obliged to pay SCANBOT Company any damage incurred by SCANBOT Company as a result.

SCANBOT Company respects the privacy of visitors to the SCANBOT Portal, Users, and any third parties.
SCANBOT Company therefore makes every effort to protect the personal data of individuals stored on the
SCANBOT Portal servers and made accessible to third parties through the Service. SCANBOT Company has
implemented security measures against any unauthorized access and misuse of personal data of individuals
stored on the SCANBOT Portal servers. SCANBOT Company places great importance on protecting the privacy
of its Users when processing personal data and takes it into account in all business processes. SCANBOT
Company complies with the relevant data protection regulations. These data protection provisions apply to all
services offered on the SCANBOT Portal, but not to services of other providers to which the SCANBOT Portal
may link. For these services, the privacy policies of those providers apply.

This document informs you about what data we collect and how we use it.

By accessing and using the SCANBOT Portal, you acknowledge that you understand the following data
protection provisions. You can withdraw your consent at any time with future effect. If you have questions
about how SCANBOT Company uses your personal data, please contact us at: gdpr@SCANBOT.ONLINE

Questions and Answers Regarding Data Protection and Contact
Information

Collection and Use of Your Personal Data at SCANBOT
What we collect, When, and Why?

SCANBOT Company generally only collects, stores, and uses data that you provide during your login or
registration when using SCANBOT Services, and when using paid services, if applicable.

Whenever a user visits the SCANBOT Portal or downloads a file/data, the following access information, from
which identity cannot be derived, is stored in our server log: internet protocol, address / IP address, the page
from which the file was requested, date, time, browser type and operating system, amount of data transferred,
access status (file transferred, file not found, etc.). Statistics are generated from this data, with the help of
which SCANBOT Company adapts the offered Services to your needs.

When fulfilling a concluded service agreement, especially when using your chosen paid services, it may be
necessary to enter additional data, such as full name and email address, and for company information —
company address and bank account number for invoicing purposes.

Even when processing your inquiries or providing customer services, we sometimes need your personal data
(for example, name, email address, and phone number). SCANBOT Company handles this data confidentially
and in accordance with legal provisions on personal data protection in accordance with European Union
Regulation No. 2016/679, the general regulation on personal data processing. SCANBOT Company will not

scAnboke



transfer this information to third parties without your consent, with the exception of cases where the data is
necessary for the performance of the contract, processing your inquiries, or providing customer services.

Details on the transfer of data to third parties can be found in the CONSENT TO PERSONAL DATA PROCESSING
form.

For the reasons mentioned above, SCANBOT Company reserves the right to store IP addresses and log files for
a reasonable period, according to applicable regulations, after a visit to the Scanbot Portal, in order to monitor
compliance with the terms of use of the services. This procedure primarily serves to prevent possible misuse,
to clarify such cases, and exceptionally to transfer data to investigative bodies for clarification purposes.

SCANBOT Company may, at its own discretion or at your request, supplement, correct, or delete incomplete,
incorrect, and/or outdated personal data that it has stored in connection with the operation of the Scanbot
Portal. Within the framework of legal provisions, SCANBOT Company deletes personal data immediately at the
request of the authorized person, unless there is a legal obligation to retain this data.

CONSENT TO PERSONAL DATA PROCESSING

In accordance with the provisions of Act No. 101/2000 Coll., on the Protection of Personal Data, | hereby agree
that SCANBOT s.r.0., ndmésti |. P. Pavlova 1789/5, 120 00 Prague 2, Czech Republic (hereinafter referred to as
"SCANBOT") may process my provided personal data for the purpose of inclusion in SCANBOT's customer
database and for sending or contacting me via electronic means and sending commercial communications via
electronic means, all pursuant to Act No. 480/2004 Coll., on certain information society services, and further
for evaluating customer requirements (hereinafter referred to as the "purpose"), all for an indefinite period
(until revoked).

From May 25, 2018, instead of Act No. 101/2000 Coll., we will be governed by European Union Regulation No.
2016/679, the General Data Protection Regulation, when processing your personal data.

| hereby acknowledge that SCANBOT Company is the data controller within the meaning of the aforementioned
laws.

| have been informed that | have the right to withdraw my consent to the processing of personal data by
written request delivered to the registered office of SCANBOT Company. The withdrawal of consent is effective
upon its delivery.

| declare that | have provided the data to SCANBOT Company voluntarily, and that | have been informed, in
accordance with the aforementioned laws as amended, about the processing of personal data and about the
rights and obligations associated therewith, as well as that | further have rights pursuant to Sections 12 and 21
of Act No. 101/2000 Coll., i.e., primarily the right to access information about the processing of data
concerning me, and the right to correct, block, or request their destruction, as well as the right to
compensation for any damage in accordance with relevant legal regulations.

| further agree that the provided personal data may be provided to third parties, especially entities with whom
SCANBOT Company cooperates for the fulfillment of contractual obligations and business partners.

| also have the right to contact the organizer or directly the Office for Personal Data Protection, at the address
Pplk. Sochora 27, Prague 7, PSC 170 00 in case of suspicion of infringement of my rights.

From May 25, 2018, instead of Act No. 101/2000 Coll., we will be governed by European Union Regulation No.
2016/679, the General Data Protection Regulation, when processing your personal data.
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